Digital Citizenship

	Elements
	Focus Questions
	Topics (most are covered in the course)

	Digital Etiquette:  

the standards of conduct expected by other digital technology users
	Do technology users consider others when using digital technologies?
	Appropriate conduct online

Show respect and courtesy for one another, netiquette, not engaging in cyberbullying and flaming, using appropriate language, appropriate online manners for using mobile phones, Code of Conduct and AUPs (norms and customs of use, never send or forward private information, provide credit where due, follow the law and don’t illegally download  software, music, and other digital media

	Digital Communication: 

electronic exchange of information
	Is there an understanding of the various digital communication methods and when each is appropriate?
	Appropriate use of communication methods and devices (e-mail, cell phones, videoconferencing, instant messaging, text messaging, blogs, wikis), purposes of each, etiquette related to each, issues related to online communication, consequences of sharing private information

	Digital Literacy:  

capability to use digital technology and knowing when and how to use it
	Have technology users taken the time to learn about various digital technologies and when their use is appropriate?
	Literacy in a digital society, knowledge of  (terms) and skills in using digital communication and information technology resources and appropriate application of technologies and Internet-related resources, online education, ICT literacy, evaluation of online resources – evaluate website and wiki content, assess security and trustworthiness of online vendors, recognize phishing attacks)

	Digital Access:  

full electronic participation in society
	Can all technology users participate in a digital society at acceptable levels if they choose?
	Equitable digital access, Digital Divide, technology access, accommodations for people with special needs, high-speed access

	Digital Commerce: 

the buying and selling of goods online
	Do technology users have the knowledge and protection to buy and sell in a digital world?
	Shopping online, media subscriptions and purchases through sites like iTunes, Identity theft, secure vs. nonsecure sites, online profiling, using reputable sites, scams

	Digital Law: 

the legal rights and restrictions governing technology use

(stealing or causing damage to other people’s work, identity, or property online is a crime)
	Are technology users aware of rules, policies, or laws that govern the use of digital technologies?
	Intellectual property rights and copyright protection, illegal downloading and sharing of music and videos (peer-to-peer file-sharing sites), piracy of software and online digital media resources, plagiarism, online (sexual or financial) predators, cyberbullying, cyberstalking, Internet fraud, libel and defamation, sexting, inappropriate content, creating viruses / worms / Trojan Horses, hacking into computer systems or networks, identity theft, sending Spam

	Digital Rights and Responsibilities: the privileges and freedoms extended to all digital technology users, and the behavioral expectations that come with them
	Are technology users ready to protect the rights of others and to defend their own digital rights?
	Rights to free speech and to personal privacy, appropriate and inappropriate uses, copyright and fair use, responsible online behavior, acceptable use policies - AUPs, citing sources and asking permissions, reporting inappropriate uses (cheating on tests, cyberbullies, threats, etc.), instant messaging, texting. protect your own privacy and respect the privacy of others

	Digital Health and Wellness: 

physical and psychological well-being related to technology use in a digital technology world
	Do technology users consider the risks (both physical and psychological) when using digital technologies?
	Potential health risks, posture, time on technology, ergonomics

	Digital Security and Safety (self-protection): 

electronic precautions technology users must take to guarantee their personal safety and the security of their network
	Do technology users work to protect their own information and that of others?
	Protect yourself - your own privacy and personal safety:

Post only appropriate content in a social networking site or chat room, protect your personal information – don’t give it out, protect your own privacy by not responding to surveys, contests, polls on commercial web sites

Issues of e-mail spam, phishing, scams, and identity thefts 

Issues of online predators and online stalking

Respect the privacy of others

Protect your equipment – hardware and network to protect your information:

Digital security of data and systems, virus protection software, data backups, firewall, appropriate actions to avoid getting spyware and adware, protect home computer, spam filtering
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